
Our skin is home to millions of bacteria, fungi and 
viruses that compose the skin microbiota. Similar to 
those in our gut, skin microorganisms have essential 
roles in the protection against invading pathogens, the 
education of our immune system and the breakdown of 
natural products1–3. As the largest organ of the human 
body, skin is colonized by beneficial microorganisms 
and serves as a physical barrier to prevent the invasion 
of pathogens. In circumstances where the barrier is 
broken or when the balance between commensals and 
pathogens is disturbed, skin disease or even systemic 
disease can result. Human skin sites can be categorized 
by their physio logical characteristics, that is, whether 
they are sebaceous (oily), moist or dry (BOX 1). Studying 
the composition of the microbiota at different sites is 
valuable for elucidating the aetiology of common skin 
disorders, which often have a preference for specific skin 
sites, such as eczema inside the elbow4 and psoriasis on 
the outside of the elbow5.

Traditionally, skin microbial communities were 
explored by use of culture-based methods. As this 
approach selects for microorganisms that thrive in 
artificial growth conditions, it underestimates the 
total diversity of the community. For example, the skin 
genus Staphylococcus is cultivated more easily than 
Propionibacterium spp. or Corynebacterium spp., which 
were frequently underestimated in culture-based sur-
veys6. Thus, to circumvent the bias imposed by culture 
and to capture the complete diversity of the  microbiome, 
investigators began applying sequencing methods. 
These original sequencing approaches utilized sequence 
vari ation in conserved taxonomic markers as molec-
ular fingerprints to identify members of microbial 

communities7. For bacteria, the 16S ribosomal RNA 
(rRNA) gene is used, whereas for fungi, the internal 
transcribed spacer 1 (ITS1) region of the eukaryotic 
ribosomal gene is preferred8.

As sequencing technologies have advanced from 
Sanger sequencing to 454 pyrosequencing and then 
Illumina sequencing, this original approach has been 
regularly adapted to accommodate increasing read 
depths and shorter read lengths. This has been accom-
plished with new primers for shorter amplicons, cluster-
ing methods to overcome sequencing error and assembly 
methods to combine paired-end reads. With shorter 
amplicon lengths (~300 bp compared with >1,000 bp in 
Sanger sequencing), only a subregion of the 16S rRNA 
gene can be analysed. This requires optimized primers 
that bind to specific regions of the 16S rRNA gene to 
capture the genetic diversity of the bacterial population; 
primer pairs that are used in skin microbiome studies 
should be optimized to amplify and distinguish preva-
lent cutaneous microbial taxa9–11. To date, the primary 
pipelines for analysing amplicon data are mothur12 and 
Qiime13. Both methods use a read clustering approach by 
which clustered reads are compared with curated refer-
ence databases to classify communities at the genus and, 
when possible, the species level.

Most skin microbiome surveys have used amplicon 
sequencing. Over the past few years, however, major 
technical and analytical breakthroughs have enabled 
shotgun metagenomic sequencing studies. FIGURE 1 
highlights the technical and procedural differences 
between amplicon and shotgun metagenomics and 
the different types of analyses that are possible with the 
data sets. As shotgun metagenomics does not sequence 
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Abstract | Functioning as the exterior interface of the human body with the environment, skin 
acts as a physical barrier to prevent the invasion of foreign pathogens while providing a home to 
the commensal microbiota. The harsh physical landscape of skin, particularly the desiccated, 
nutrient-poor, acidic environment, also contributes to the adversity that pathogens face when 
colonizing human skin. Despite this, the skin is colonized by a diverse microbiota. In this Review, 
we describe amplicon and shotgun metagenomic DNA sequencing studies that have been used 
to assess the taxonomic diversity of microorganisms that are associated with skin from the 
kingdom to the strain level. We discuss recent insights into skin microbial communities, including 
their composition in health and disease, the dynamics between species and interactions with 
the immune system, with a focus on Propionibacterium acnes, Staphylococcus epidermidis and 
Staphylococcus aureus.
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Microbiota
An aggregate of 
microorganisms, including 
bacteria, archaea, protists, 
fungi and viruses.

Microbiome
The composition of all 
microbial genes in a 
community.

specific target regions, it simultaneously captures all 
genetic material in a sample, including human, bacte-
rial, fungal, archaeal and viral, thus allowing relative 
kingdom abundances to be inferred, with the limita-
tion that the DNA of different microorganisms may 
be differentially extracted depending on the sample 
preparation method14–16. Another advantage of shotgun 
metagenomic sequencing is that these data sets provide 
sufficient resolution to differentiate species and even 
strains within a species. This is crucial for identifying 

members of the Staphylococcus genus, which are diffi-
cult to classify to the species level with most amplicon 
sequencing approaches9. The ability to differentiate 
strains is important as more studies reveal the func-
tional differences that exist between strains within 
a species17–19.

In this Review, we discuss recent insights into skin 
microbial communities, including their composition 
in health and disease, assembly and ecology, and inter-
actions with the immune system. We end by consider-
ing important unanswered questions in the field and 
future research priorities. A greater understanding of 
these topics is important as interest in targeting the skin 
microbiome for therapeutic approaches increases.

The skin microbiota in health
Before investigating changes in the microbiota that 
are associated with a disease state, scientists must first 
establish a baseline and the normal variation in the 
 microbiota of healthy individuals.

Composition of the skin microbiota. In sequencing sur-
veys of healthy adults20–23, the composition of microbial 
communities was found to be primarily dependent on 
the physiology of the skin site, with changes in the rela-
tive abundance of bacterial taxa associated with moist, 
dry and sebaceous microenvironments. Sebaceous 
sites were dominated by lipophilic Propionibacterium 
species, whereas bacteria that thrive in humid environ-
ments, such as Staphylococcus and Corynebacterium 
species, were preferentially abundant in moist areas, 
including the bends of the elbows and the feet (FIG. 2; 
TABLE 1). In contrast to bacterial communities, fungal 
community composition was similar across core body 
sites regardless of physiology23,24. Fungi of the genus 
Malassezia predominated at core body and arm sites, 
whereas foot sites were colonized by a more diverse 
combination of Malassezia spp., Aspergillus spp., 
Cryptococcus spp., Rhodotorula spp., Epicoccum spp. and 
others24 (FIG. 2). Bacteria were the most abundant king-
dom across sites, and fungi were the least abundant25 
(FIG. 2); however, there are many more bacterial  reference 
genomes than fungal reference genomes avail able, which 
may partially contribute to this observed difference. 
Interestingly, the overall fungal abundance was low, 
even on the feet where fungal diversity was high.

In contrast to bacteria and fungi, colonization by 
eukaryotic DNA viruses was specific to the individual 
rather than anatomical site25 (FIG. 2). As no marker gene is 
universally shared among viruses, viral community diver-
sity can be captured only with purified viral-like particles 
or shotgun metagenomics sequencing25,26. As an additional 
challenge, RNA viruses can be sequenced only with RNA 
sequencing, which has not been performed on skin sam-
ples from healthy individuals. Apart from bacteriophages, 
particularly those associated with Propionibacterium spp. 
and Staphylococcus spp., no core DNA virome has been 
found to be conserved across individuals25,26. This area 
of skin microbiome research requires further attention 
to understand the role of possible predator–prey or 
coopera tive interactions between bacteriophages and 
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Box 1 | Skin physiology

Structurally, the skin is composed of two distinct layers: the epidermis and dermis 
(Figure). The outermost layer (the epidermis) is composed of layers of differentiated 
keratinocytes. The top layer, or stratum corneum, is composed of terminally 
differentiated, enucleated keratinocytes (also known as squames) that are chemically 
crosslinked to fortify the barrier of the skin113.

In addition to this conserved layered structure, body sites provide diverse 
microenvironments that vary in ultraviolet light exposure, pH, temperature, moisture, 
sebum content and topography22. On the basis of these characteristics, sites can be 
grouped into broad categories: sebaceous or oily (face, chest and back); moist (bend 
of elbow, back of knee and groin) and dry (volar forearm and palm). The environment of 
these sites is influenced by appendages, such as sweat glands, hair follicles and 
sebaceous glands. More abundant in moist sites, sweat glands are important for 
thermoregulation through the evaporation of water, which also acidifies the skin, making 
conditions unfavourable for the growth and colonization of certain microorganisms22. 
In addition, sweat contains antimicrobial molecules, such as free fatty acids and 
antimicrobial peptides, that inhibit microbial colonization114. Connected to the hair 
follicle and denser in oily sites, sebaceous glands secrete lipid-rich sebum, a hydrophobic 
coating that lubricates and provides an antibacterial shield to hair and skin.

Depending on the method used to sample the skin microbiota (swab, biopsy, surface 
scrape, cup scrub or tape strip), microorganisms residing at different depths or 
subcompartments of the skin are captured92,115–117. Although most major bacterial taxa are 
similarly identified regardless of sampling method92, some microorganisms are variably 
present at the surface compared with deeper skin layers118–120; this emphasizes the 
importance of maintaining consistent sampling techniques throughout a study. In 
general, the studies highlighted throughout this Review utilize methods that capture 
microorganisms on and within the stratum corneum; additional studies with more 
invasive sampling techniques are necessary to fully understand the spatial distribution 
of microorganisms in the skin.
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Amplicons
Segments of DNA or RNA that 
are targeted with primers and 
amplified in PCR.

Amplicon sequencing
Querying microbial 
constituents of a community 
by targeted amplification and 
sequencing of a conserved 
marker gene.

Reference genomes
Sequenced and assembled 
genomic content of a species 
with genes oriented as they 
appear on the chromosome.

Shotgun metagenomics 
sequencing
Unrestricted sequencing of all 
genomic material present in a 
clinical or an environmental 
sample.

Virome
The composition of all viral 
genes in a community.

bacteria in microbial community assembly. In addition 
to bacteriophages, eukaryotic viruses may also have a role 
in skin diseases, as highlighted by the discovery of Merkel 
cell polyomavirus, an oncovirus that causes a rare but 
aggressive form of skin cancer27.

Through the use of longitudinal sampling, skin 
microbial communities were found to be largely  stable 
over a 2-year study despite constant environmental 
changes25. Based on analyses at the strain and single- 
nucleotide level, this stability was determined by the 
maintenance of strains over time rather than the reacqui-
sition of common species from the environment25. 
Similarly, in longitudinal surveys of the gut, specific 

species of an individual’s microbiota have been found 
to persist for a year28 or more29. Bacterial and fungal 
communities at sebaceous sites were the most  stable. 
Microbial communities of foot sites were the least 
 stable, and eukaryotic DNA viruses varied the most over 
time25,26. The relative instability of foot microbial com-
munities might be attributable to the transient presence 
of fungi in the environment.

Beyond the species level, shotgun metagenomic data 
provide sufficient resolution to explore strain diversity 
of dominant skin bacterial species. Compared with 
the gut, skin has a low microbial biomass that leads 
to high host and low microbial sequencing depths 
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Figure 1 | Amplicon versus shotgun metagenomic sequencing. To study the members of a microbial community, 
two sequencing strategies can be utilized. For amplicon sequencing (left), primers are utilized that amplify conserved 
regions within a kingdom. For bacteria, the 16S ribosomal RNA (rRNA) region of the ribosomal gene is amplified, 
whereas for fungi, the internal transcribed spacer 1 (ITS1) region is amplified. By contrast, whole genome sequencing 
(right) captures the entire complement of genetic material in a sample without a targeted amplification step. Analyses 
of sequenced amplicons can identify the genus-level and the species-level community composition, but only shotgun 
metagenomics can reveal kingdom relative abundances and resolution to the strain level. Colours not defined may be 
grouped as ‘Other’.
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Colonization resistance
A mechanism where 
commensal microorganisms 
prevent the colonization of 
harmful microorganisms.

Prebiotic
A substance, such as 
carbohydrate or fibre, that 
promotes the growth of 
beneficial bacteria.

Probiotic
Live microorganisms that are 
administered or consumed 
to confer a health benefit on 
the host.

Sebum
A mixture of lipids produced 
by sebaceous glands to 
lubricate and protect the skin.

Stratum corneum
The outermost layer of the 
epidermis composed of dead, 
mature skin cell keratinocytes.

Anoxic
A lack or absence of oxygen.

Sebaceous gland
An exocrine gland in the skin, 
usually attached to hair 
follicles, that secretes sebum.

Auxotrophic
An organism that is unable 
to synthesize a particular 
compound required for its 
growth.

in metagenomics samples. Despite low read depths, 
strain identification of prevalent skin species is possi-
ble because collections of sequenced reference genomes 
exist that span the diversity of a species17,18. Across body 
sites, individuals were found to be colonized by differ-
ent multi-phyletic communities of Propionibacterium 
acnes and Staphylococcus epidermidis strains23 (FIG. 2). 
In addition, S. epidermidis strains from a commensal 
clade demonstrated site speci ficity with a tropism for 
human feet. Describing communities at strain-level 
resolution is important when the gene content differ-
ences between strains within a species can determine 
functional differences in health and disease. For exam-
ple, antibiotic resistance and virulence genes are variably 
present in P. acnes and S. epidermidis strains17,18. Analysis 
of strain communities of other skin microbiota species 
will require the creation of additional comprehensive 
reference genome libraries or the development of new 
computational tools that are capable of classifying strains 
from low coverage metagenomic data. Currently, reso-
lution at the strain level without mapping to reference 
genomes has been limited to single- molecule, long-read 
metagenomic sequencing studies30. Future functional 
studies will allow researchers to elucidate whether some 
strains provide colonization resistance against other strains 
of the same or different species as an important step in 
the development of prebiotic and probiotic strategies.

Compared with the richer environment of our intes-
tines, skin lacks many nutrients beyond basic proteins 
and lipids. To survive in such a cool, acidic and desic-
cated environment (BOX 1), the resident microbiota 
of our skin have adapted to utilize the resources that 
are present in sweat, sebum and the stratum corneum1 
(TABLE 1). For example, the facultative anaerobe P. acnes 
is able to thrive in the anoxic sebaceous gland by using 
proteases to liberate the amino acid arginine from skin 
proteins31 and lipases to degrade triglyceride lipids in 
sebum32; this releases free fatty acids, which promote 
bacterial adherence33–35. In facial samples, sebum  levels 
of the cheek were shown to positively correlate with 
Propionibacterium spp. abundance36. Interestingly, for 
mammals such as mice, rats and dogs, which produce 
smaller quantities of triglyceride-rich sebum, P. acnes 
grows less well and is thus found at lower abundances37.

The lipids of sebum and the stratum corneum are also 
utilized by auxotrophic Malassezia and Corynebacterium 
species, as they are unable to produce their own lipids1. 
Corynebacterium spp. utilize these lipid compounds to 
generate the corynemycolic acids that coat their cell 
surface1. Consistent with the carbohydrate-deficient, 
lipid-rich environment of the skin, Malassezia spp. 
genomes are enriched for lipase genes and depleted for 
carbohydrate-utilizing enzyme genes compared with the 
genomes of other sequenced fungi38. Such differences 

Figure 2 | Skin microbial communities are shaped by physiological characteristics and the individual. Four sites are 
shown to represent major microenvironments of the skin: glabella (also known as the forehead) sebaceous (oily); 
antecubital fossa (moist); volar forearm (dry); and toe web space (foot). Pie charts represent consensus relative 
abundances of the kingdom, fungi and bacteria across healthy adults2. The bacterial species Propionibacterium acnes and 
Staphylococcus epidermidis and eukaryotic DNA viruses are displayed as bar charts for four representative individuals to 
highlight how individuality shapes these communities25. For kingdom, fungi, bacteria and virus relative abundance plots, 
major taxa colours are identified in the legend. Unlabelled colours may be grouped as ‘Other’. For the P. acnes and 
S. epidermidis bar charts, similar colours represent closely related strains.
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Mycobiome
The composition of all fungal 
genes in a community.

may explain why Malassezia species predominate in 
the adult skin mycobiome. Finally, Staphylococcus spp. 
have evolved many strategies for surviving on the skin, 
including the ability to be halotolerant (that is, to with-
stand the high salt content of sweat) and utilize the urea 
that is present in sweat as a nitrogen source1. To fur-
ther promote colonization, various Staphylococcus spp. 
can also produce adherens that promote attachment to 
the skin and proteases that liberate nutrients from the 
stratum corneum1. Overall, the skin harbours a hetero-
geneous community of microorganisms that each have 
distinct adaptations to survive on the skin.

Skin microbiota assembly and ecology
Adults stably maintain the composition of their skin 
microbial communities as assessed for at least 2 years25; 
however, the forces that shape and maintain these 
 complex communities remain poorly understood.

Initial colonization and population shifts. In newborn 
babies, initial colonization of the skin is dependent on 
delivery mode; neonates born vaginally acquire bac-
teria that colonize the vagina, whereas neonates born 
via Caesarian section acquire microorganisms that are 
associated with the skin39,40. The long-term effects of 

Table 1 | Top ten abundant bacterial, eukaryotic and viral species that are present by physiological grouping of sites

Dry* Moist‡ Sebaceous§ Foot||

Bacteria

Propionibacterium acnes Corynebacterium tuberculostearicum Propionibacterium acnes Corynebacterium tuberculostearicum

Corynebacterium tuberculostearicum Staphylococcus hominis Staphylococcus epidermidis Staphylococcus hominis

Streptococcus mitis Propionibacterium acnes Corynebacterium tuberculostearicum Staphylococcus warneri

Streptococcus oralis Staphylococcus epidermidis Staphylococcus capitis Staphylococcus epidermidis

Streptococcus pseudopneumoniae Staphylococcus capitis Corynebacterium simulans Staphylococcus capitis

Streptococcus sanguinis Corynebacterium fastidiosum Streptococcus mitis Staphylococcus haemolyticus

Micrococcus luteus Corynebacterium afermentans Staphylococcus hominis Micrococcus luteus

Staphylococcus epidermidis Micrococcus luteus Corynebacterium aurimucosum Corynebacterium afermentans

Staphylococcus capitis Enhydrobacter aerosaccus Corynebacterium kroppenstedtii Corynebacterium simulans

Veillonella parvula Corynebacterium simulans Corynebacterium amycolatum Corynebacterium resistens

Eukarya

Malassezia restricta Malassezia globosa Malassezia restricta Malassezia restricta

Malassezia globosa Malassezia restricta Malassezia globosa Trichophyton rubrum

Aspergillus tubingensis Tilletia walkeri Malassezia sympodialis Malassezia globosa

Candida parapsilosis Malassezia sympodialis Aureoumbra lagunensis Pyramimonas parkeae

Zymoseptoria tritici Pyramimonas parkeae Tilletia walkeri Trichophyton mentagrophytes

Malassezia sympodialis Parachlorella kessleri Pycnococcus provasolii Parachlorella kessleri

Epidermophyton floccosum Aspergillus tubingensis Gracilaria tenuistipitata Aspergillus tubingensis

Pyramimonas parkeae Zymoseptoria tritici Pyramimonas parkeae Zymoseptoria tritici

Nannizzia nana Nephroselmis olivacea Parachlorella kessleri Gracilaria tenuistipitata

Parachlorella kessleri Cyanophora paradoxa Leucocytozoon majoris Nephroselmis olivacea

Viruses

Molluscum contagiosum virus Molluscum contagiosum virus Propionibacterium phage Propionibacterium phage

Propionibacterium phage Propionibacterium phage Molluscum contagiosum virus Merkel cell polyomavirus

Merkel cell polyomavirus Polyomavirus HPyV6 Merkel cell polyomavirus Alphapapillomavirus

Polyomavirus HPyV7 Merkel cell polyomavirus Polyomavirus HPyV6 Human papillomavirus (μ)

Acheta domestica densovirus Polyomavirus HPyV7 Human papillomavirus (γ) Human papillomavirus (β)

Human papillomavirus (β) Human papillomavirus (β) Human papillomavirus (β) Pseudomonas phage

Actinomyces phage Acheta domestica densovirus Acheta domestica densovirus Staphylococcus phage

Simian virus Human papillomavirus (γ) Staphylococcus phage RD114 retrovirus

Streptococcus phage Staphylococcus phage Gammapapillomavirus HPV127 Molluscum contagiosum virus

Stenotrophomonas phage Actinomyces phage Enterobacteria phage Stenotrophomonas phage

*Hypothenar palm, volar forearm. ‡Nare, antecubital fossa, inguinal crease, interdigital web, popliteal fossa. §Alar crease, cheek, glabella, external auditory canal, 
manubrium, retroauricular crease, occiput, back. ||Toe web space, toenail, plantar heel23.
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these initial skin colonization modes in neonates remain 
unknown, and shotgun metagenomic sequencing and 
strain-level analyses need to be carried out to address 
this outstanding issue.

In the gut, microbial communities stabilize around 
3 years of age41. Before this stabilization, strains are likely 
acquired from close contacts and family members42 and 
are predicted to be maintained throughout life29. By con-
trast, the relative abundance of skin microbial species 
is restructured during puberty, a time when increased 
 levels of hormones stimulate the sebaceous glands to pro-
duce additional sebum. Thus, the skin of post pubescent 
individuals favours the expansion of lipophilic micro-
organisms, such as bacterial Propionibacterium spp. and 
Corynebacterium spp.43 and fungal Malassezia spp.44,45. 
By contrast, pre-pubescent children have greater 
abundances of Firmicutes (Streptococcaceae spp.), 
Bacteroidetes and Proteobacteria (betaproteobacteria 
and gammaproteobacteria)43 and a more diverse fungal 
community44. It remains unclear whether new strains are 
acquired during puberty or whether the relative abun-
dance of existing strains changes. Overall, these age- 
related changes in the skin microbiota are interesting, as 
many skin disorders are associated with age. For exam-
ple, cases of Staphylococcus-associated atopic dermati-
tis decline in the majority of children before puberty, 
whereas Malassezia-associated tinea versicolor is more 
common in adults than children46–48. Further studies 
are also required to characterize the skin microbiota of 
elderly individuals as physiology and the predisposition 
to skin infections change.

Interactions between cutaneous microbial species. 
Microbial community assembly, stability and function 
are driven by host factors as well as the interactions 
between these microorganisms. Microorganisms can 
act competitively to exclude one another or synergis-
tically for mutual benefits. In the skin, Staphylococcus 
aureus has been the focus of many colonization resist-
ance  studies. S. aureus colonizes the nares of one-third 
of the population, and its presence is a significant risk 
factor for subsequent infection49,50. In clinical infec-
tions, 80% of S. aureus bloodstream isolates match those 
identi fied in the nares of the individual49. Eradication of 
S. aureus in the nares of a surgical patient substantially 
reduces his or her susceptibility to invasive infections51.

As S. aureus frequently evolves resistance to anti-
biotics52 and vaccine development has shown limited 
efficacy53,54, alternative eradication strategies, particu-
larly those that use commensal microorganisms, are an 
active area of research55. These competition studies are 
similar to those that explored how soil microorganisms 
compete via antibiotic production56. The first micro-
organisms that were reported to inhibit S. aureus bio-
film formation were a subset of S. epidermidis strains 
that express the serine protease glutamyl endopeptidase 
(Esp; also known as GluSE)57. It was later found that 
the S. epidermidis Esp of these strains degrades proteins 
that are crucial for S. aureus biofilm formation and 
host epithelial adhesion58; when the protease activity 
of Esp was combined with the antimicrobial activities 

of β-defensin, the resultant bactericidal activity was suf-
ficient to kill S. aureus in biofilms (FIG. 3). Interestingly, 
the vast majority of sequenced S. epidermidis isolates 
contain the esp (gseA) gene17, but in a former study, only 
a subset expressed the gseA gene under the conditions 
tested57. This discrepancy is an important reminder 
that the possession of a gene does not  guarantee 
constitutive expression.

In a more recent study, Staphylococcus lugdunensis 
inhibited S. aureus growth through the production of 
the antibiotic lugdunin, a novel thiazolidine- containing 
cyclic peptide59 (FIG. 3). Importantly for long-term thera-
peutic potential, after multiple generations, S. aureus 
never developed resistance to the antimicrobial effects 
of lugdunin or escaped the degradation induced by 
Esp. This lack of resistance is in sharp contrast to trad-
itional antibiotics against which organisms evolve 
resistance and emphasizes that naturally derived 
products may be a more effective means to inhibit 
 opportunistic pathogens.

In a separate study, multiple coagulase-negative 
Staphylococcus spp., S. epidermidis and S. hominis were 
shown to produce novel lantibiotics that were able to 
synergize with the human cathelicidin antimicrobial 
peptide LL-37 and to inhibit the growth of S. aureus60. 
Strains producing these lantibiotics were depleted in 
individuals with atopic dermatitis, who are frequently 
colonized with S.  aureus. In addition, the topical 
application of these antimicrobial-producing strains 
decreased the colonization of S. aureus in a small num-
ber of individuals with atopic dermatitis, demonstrating 
the  translational potential of a probiotic strategy60.

Notably, not all microorganisms inhibit S. aureus; 
rather, it was found that some Propionibacterium spe-
cies could induce S. aureus aggregation and biofilm for-
mation in a manner dependent on dose, growth phase 
and pH61 (FIG. 3). In a separate in vitro study, S. aureus 
was found to change from virulent to commensal when 
exposed to the commensal Corynebacterium striatum62. 
This ability to alter S. aureus behaviour opens the thera-
peutic option of modulating their behaviour rather than 
destroying the pathogen62.

Examples of interactions between other skin micro-
organisms also exist. Corynebacterium accolens modi-
fies the local environment of the skin to inhibit growth 
of the opportunistic pathogen Streptococcus pneumo-
niae63. This response was dependent on C. accolens using 
the lipase activity of LipS1 to release antibacterial free 
fatty acids from skin surface triacylglycerols. In another 
study, pairwise antagonism assays were performed with 
isolates from culture collections of S. epidermidis and 
P. acnes64. One P. acnes clade I-2 exhibited selectively 
higher antimicrobial activity against S. epidermidis 
than other P. acnes clades, likely owing to a thio peptide 
conserved across type  I-2 strains. Conversely, the 
majority of S. epidermidis strains tested were capable of 
inhibiting P. acnes growth in vitro. The authors of this 
study computationally predicted a variety of different 
mobile genetic elements that could be responsible for 
this phenotype in different strains. In a broader study 
of 89 isolates from six Staphylococcus spp., 84% of the 
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Bacteriocin
An antimicrobial peptide 
produced by bacteria to inhibit 
or kill closely related or 
non-related bacteria.

Dysbiosis
A microbial community that is 
altered or impaired compared 
with normal.

isolates could produce antimicrobial mol ecules that tar-
get common skin bacteria65, indicating that  bacteriocin 
capacity is an evolutionary  conserved trait among 
skin commensals.

In contrast to many inter-species interaction studies, 
investigations of the dynamics between strains within 
a species are rarer. Extrapolations from metagenomic 
data have revealed two patterns of strain colonization of 
the human infant gut. For some species, there is a  single 
dominant strain, whereas for other species, multiple 
strains coexist at similar levels66.

In the skin, P. acnes and S. epidermidis exist as stable 
heterogeneous communities of strains23,25. Pan-genome 
analyses of P. acnes suggested that functional saturation, 
or containing the entire gene encoding potential found in 
the pan-genome of this species, drives the maintenance 
and acquisition of multiple bacterial strains25. Within the 
gut, studies have shown that a community of Clostridium 
species can act synergistically to enhance regulatory T cell 
responses to a greater extent than any individual species 
could alone67. In the skin, similar  studies are needed 
to demonstrate the possible functional  advantages of 
 heterogeneous strain communities.

The skin microbiome in disease
Interactions between members of the microbiota both 
shape the resident microbial community and pre-
vent colonization by pathogenic bacteria in a process 
termed ‘colonization resistance’ (REF. 68). However, in 
certain contexts, bacteria that are ordinarily beneficial 
to their hosts can become pathogenic. Many common 
skin diseases are associated with changes in the micro-
biota, termed dysbiosis69. This dysbiosis is often driven 
by common commensal species, as described below 
for acne, eczema and chronic wounds. Both rare and 
common skin disorders are thought to have underlying 
contributions both from individual species and from 
alterations to the microbial community. Additional 
longitudinal clinical studies may elucidate a mechanis-
tic link between fungal species and dandruff or toenail 
infections and between viruses and warts.

Microorganisms associated with common acne. The 
prevalent teenage condition acne vulgaris is a chronic 
inflammatory skin condition that is associated with 
the bacterium P. acnes70, the most abundant organism 
in the microbiota of healthy adults18,71. At a functional 
level, gene expression profiles of P. acnes are distinct 
between individuals with acne and individuals with-
out acne72. The observation that almost all adults are 
colonized with P. acnes but only a minority have acne 
highlights the importance of studying diseases in the 
broader context of host genetics, immune or barrier 
defects, the microbiome and the environment. For 
example, increased sebum secretion is associated with 
the pathophysiology of acne, as secretion rates corre-
late with the severity of clinical symptoms73. In a study 
using fluorescent microscopy to visualize P. acnes in 
follicles of skin biopsy samples, acne development was 
substantially associated with the presence of P. acnes 
in follicles and its formation of biofilms74. At the clade 
level, P. acnes belonging to the type 1A1 phylogroup 
have been consistently associated with acne across 
studies utilizing distinct sampling and analysis meth-
ods71,75–77. Strains within the type 1A1 phylogroup have 
increased inflammatory potential based on the pres-
ence of putative virulence factors that affect bacterial 
adhesion and host immune responses78.

Historically, vitamin B12 supplementation has been 
associated with acne in a subset of individuals79–83. 
Recently, this has been linked to supplemental vita-
min B12 repressing vitamin B12 biosynthesis in P. acnes, 
which subsequently increases the production of por-
phyrins that can induce skin inflammation and acne 
development72. Interestingly, acne-associated P. acnes 
strains were found to produce substantially higher  levels 
of porphyrins84.

Staphylococcus aureus and atopic dermatitis. Atopic 
dermatitis (also known as eczema) is a chronic, relaps-
ing inflammatory disease with multiple contributing 
factors, including epidermal barrier impairment, 
immune cell activation and alterations in the commu-
nity of associated skin microorganisms. Atopic derma-
titis susceptibility has been associated with mutations 
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Figure 3 | Skin commensal interactions with Staphylococcus aureus. Skin microbial 
communities are shaped by interactions between organisms and with the host. In the skin, 
many interactions between commensals and Staphylococcus aureus have been identified. 
Antibiotics produced by coagulase-negative Staphylococcus and specifically by 
Staphylococcus lugdunensis prohibit colonization of S. aureus. Also, Staphylococcus 
epidermidis can inhibit S. aureus biofilm formation with production of the serine protease 
glutamyl endopeptidase (Esp). Moreover, when Esp-expressing S. epidermidis induces 
keratinocytes to produce antimicrobial peptides via immune cell signalling, S. aureus is 
effectively killed. In addition, Staphylococcus hominis-produced lantibiotics synergize 
with human antimicrobial peptide LL-37 to decrease S. aureus colonization. In contrast 
to inhibiting S. aureus, Propionibacterium acnes produces a small molecule, 
coproporphyrin III, that promotes S. aureus aggregation and biofilm formation.
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in over 30 host gene loci, including the gene encod-
ing skin barrier protein filaggrin85 and genes linked to 
the immune system86. In addition to S. aureus, which 
is commonly cultured from the skin of individuals 
with atopic dermatitis87, there are additional factors 
that support the hypothesis that microbiota have an 
influential role in disease pathogenesis. Atopic derma-
titis is clinically treated with emollients that promote 
barrier integrity and immunosuppressive medications, 
such as steroids88. In cases where there is an infection 
or disease persistence, antimicrobial approaches (for 
example, antibiotics and dilute bleach baths) may be 
used, and their success has been shown to correlate 
with decreases in the relative abundance of S. aureus4; 
however, their overall effectiveness is uncertain89. As 
described above, much research is aimed to develop 
novel therapies specific to anti-S. aureus to replace 
the more broad-spectrum antimicrobials that are 
currently used.

In longitudinal studies of paediatric individuals 
with atopic dermatitis, 16S rRNA and whole genome 
sequencing of clinical samples showed that the rela-
tive abundance of Staphylococcus spp., particularly 
S. aureus and S. epidermidis, increased in the flare 
(episodic exacer bation) versus the post-flare state and 
that the rela tive abundance of staphylococci correlated 
with more severe disease at flare4,90. At the strain level, 
individuals with atopic dermatitis were found to be 
colonized with heterogeneous communities of S. epi-
dermidis, and those with more severe disease were colo-
nized with dominant S. aureus strains90. The correlation 
of S. aureus with atopic dermatitis during active disease 
exacerbation is well documented. However, the func-
tional role of staphylococci in driving the atopic der-
matitis disease state is poorly understood. Longitudinal 
sampling at more frequent intervals before a flare is 
still needed to identify whether increased staphylo-
cocci  levels precede clinical symptoms, which would 
support the notion that staphylococci contribute to the 
initial onset of inflammation rather than bloom as a 
consequence of it. This warrants further investigation, 
as preliminary studies found a greater abundance of 
Staphylococcus spp. at 2 months in infants who did not 
develop atopic dermatitis by age 1 than in those who 
did develop atopic dermatitis by age 1. This suggests 
that Staphylococcus spp. exposure at an early age is 
 helpful for proper education of the immune system91.

Another genome sequencing study compared the 
unaffected skin of adults with atopic dermatitis with 
that of a control cohort and identified an enrichment of 
Streptococcus spp. and Gemella spp. and a depletion 
of Dermacoccus spp. in individuals prone to atopic 
dermatitis92. At a functional level, the study showed 
that the microbiome of these individuals is primed to 
generate excess ammonia, providing an explanation 
for the high pH levels that are observed during atopic 
dermatitis flares92.

The decreased diversity of the skin microbiome in 
individuals with atopic dermatitis has been linked to a 
reduction in environmental biodiversity in the areas sur-
rounding their homes93. In one study, healthy individuals 

had greater diversity of gammaproteob acteria in their 
skin, the presence of which correlated with greater 
IL-10 expression in blood93. A follow-up study using 
in vitro and in vivo animal experiments showed that 
the gamma proteobacteria genus Acinetobacter could 
induce strong T helper 1 (TH1) and anti-inflammatory 
immune responses that were protective against allergic 
inflammation94. In a study that examined the micro-
biome of unaffec ted skin of individuals with ichthyosis 
vulgaris and a filaggrin deficiency, there was an under- 
representation of Gram-positive anaerobic cocci com-
pared with their presence in healthy controls, indicating 
that a defective stratum corneum is sufficient to alter 
the skin micro biome and may drive the dysbiosis that is 
associated with eczema95.

Owing to the association of S. aureus with atopic der-
matitis, other skin diseases and bloodstream infections, 
many studies have focused on interactions between 
S. aureus, its toxins and the immune system. For exam-
ple, S. aureus δ-toxin induces the degranulation of 
mast cells, which promotes both innate and adaptive 
type two immune responses96. S. aureus α-toxin can 
also induce IL-1β production from monocytes, which 
may consequently promote a TH17 response, or from 
CD4+ T cells making the cytokine IL-17 (REF. 97). By 
contrast, when exposed to S. aureus-derived cell wall 
component lipoteichoic acid, T cells neither prolifer-
ated nor produced cytokines98, indicating that S. aureus 
products can activate the immune system and also tem-
porarily paralyse it. In addition to targeting immune 
cells, S. aureus has also been shown to trigger adipo-
cytes to rapidly proliferate and to produce increased 
levels of the antimicrobial peptide cathelicidin as a host 
defence mechanism99. These examples demonstrate the 
many ways that S. aureus could initiate or exacerbate 
skin disorders in the broader context of barrier defects 
or altered immunity. In fact, it has been demonstrated 
that in the context of barrier defects, S. aureus is able 
to traverse the epidermis into the dermis, where it 
encounters immune cells and triggers the expression of 
the inflammatory cytokines IL-4, IL-13 and IL-22 and 
thymic stromal lymphopoietin100. Notably, the ability 
of S. aureus to trigger the cutaneous immune response 
can be strain-dependent90, highlighting the importance 
of evaluating a phenotype across isolates of a species. 
Although many of these experiments were performed in 
murine models, they are relevant to humans, as many of 
the pathways underlying inflammation and immunity 
in murine skin appear relevant in human infection and 
disease. Additional examples of interactions between 
skin microorganisms and immune cells are discussed 
in BOX 2.

Although the inflammatory potential of S. aureus has 
been demonstrated and dysbiosis is common to many 
skin diseases, it is still unknown whether these changes 
are a consequence of the disease state or whether 
S. aureus contributes to the initiation of the disease. 
Experiments with mouse models that are genetically 
and physically challenged to produce skin barrier or 
immunological defects have been used to determine 
the contribution of the microbiota to skin disease. For 
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example, mice deficient in disintegrin and metallo-
proteinase domain-containing protein 17 (ADAM17) 
developed eczematous dermatitis as a consequence of 
microbial dysbiosis101. Alterations in cutaneous micro-
bial communities, characterized by an overgrowth of 
Corynebacterium mastitidis, Corynebacterium bovis 

and S. aureus, preceded the development of features of 
atopic dermatitis. Targeted antibiotic treatment of these 
animals was sufficient to reverse the dysbiosis and elim-
inate skin inflammation, thus demonstrating a causal 
link between skin barrier alterations, dermatitis and 
the microbiome.

Box 2 | Crosstalk between the immune system and the skin microbiota

The immune system has evolved closely with resident microorganisms in the skin to allow the maintenance of commensal 
partners and the elimination of possible pathogens. To operate optimally, the skin microbiota, epithelial cells and innate 
and adaptive arms of the immune system need to communicate effectively. Keratinocytes can begin this dialogue by 
sensing microorganisms, especially pathogen-associated molecular patterns (PAMPs), through pattern recognition 
receptors (PRRs)22. Binding of PAMPs to PRRs triggers innate immune responses, resulting in the secretion of antimicrobial 
peptides that can rapidly kill and inactivate a diverse range of microorganisms, including fungi, bacteria and parasites. 
As a first line of defence against pathogens, some antimicrobial peptides are constitutively expressed114, whereas the 
expression of others can be transient and controlled by members of the skin microbiota121,122.

Cutaneous commensals are essential for education of the immune system123. During the postnatal period, the immature 
immune system allows microbial colonization in the absence of inflammatory responses124. This tolerance is dependent on 
regulatory T cells, a subset of lymphocytes that have been shown in mice to infiltrate neonatal skin, concomitant with hair 
follicle morphogenesis and skin microbial colonization125.

After this initial tolerogenic period, different microorganisms have been shown to elicit distinct effects on the immune 
system. For example, skin colonization with Staphylococcus epidermidis has been shown to induce increased levels of the 
cytokine interleukin-1α (IL-1α)122,123, which promotes skin-homing T cells to produce cytokines that contribute to host 
defence and skin inflammation122,123. Notably, under steady-state conditions, induction of effector T (Teff) cells in response 
to skin microorganisms occurs in the absence of classical inflammation in a process termed ‘homeostatic immunity’ 
(REFS 126,127) (Figure, left). This process represents an essential mechanism whereby different commensals educate 
distinct aspects of the immune system to respond to future pathogen exposures122,123. In other words, immune responses 
to pathogens occur in the context of broader recall responses to diverse microbial antigens128. This concept was 
demonstrated when mice pre-associated with bacterial S. epidermidis were better protected against fungal and parasitic 
skin infections122,123. By contrast, when S. epidermidis was introduced through intradermal injection to mice (instead of 
topically), classical inflammatory responses, as characterized by infiltrating monocytes and neutrophils, were observed 
alongside interferon-γ (IFNγ)-producing Teff cells (REF. 122) (Figure, right). Such contextual responses are essential so that 
S. epidermidis is maintained as a commensal on the skin surface but targeted by the immune system in the context of a 
barrier breach129.

Several studies demonstrate the distinct effects that microorganisms can have on the immune system. Now, future 
studies are needed to explore the microbial molecules that mediate these responses and how the immune system senses 
their presence. In addition, immunological tools should be developed to track these commensal-specific immune 
responses130. Such tools need to allow the visualization of both microorganisms and immune cells in the tissue and 
identify how their function and location can be affected by infection or inflammation. Further research integrating the 
exploration of skin barrier function to immunological and microbial triggers is necessary to transition from observations 
to therapeutics. 

Nature Reviews | Microbiology

Ep
id

er
m

is
D

er
m

is

Ep
id

er
m

is
D

er
m

is

Microbiota

Homeostatic immunity Inflammation

IFNγ

IFNγ

IL-17A

T
eff

 cell

T
eff

 cell

Antigen-
presenting
cell

Antigen-
presenting
cellMonocytes

Neutrophils

R E V I E W S

NATURE REVIEWS | MICROBIOLOGY  VOLUME 16 | MARCH 2018 | 151

©
 
2018

 
Macmillan

 
Publishers

 
Limited,

 
part

 
of

 
Springer

 
Nature.

 
All

 
rights

 
reserved.



Skin microbiome of individuals with primary immuno-
deficiency. While several studies have investigated how 
microorganisms educate the immune system, the study 
of individuals with primary immunodeficiency (PID) 
provides an opportunity to understand the role of immu-
nity in determining the structure of microbial commu-
nities. Underlying the rationale for these investigations 
are the common cutaneous manifestations of individuals 
with PID, particularly the eczematous features. To study 
this, skin microbiota samples were taken from individ-
uals with rare monogenic PIDs, hyper immunoglobu-
lin E (IgE) syndrome, Wiskott–Aldrich syndrome and 
dedicator of cytokinesis 8 syndrome. Despite distinct 
underlying mutations, all diseases are characterized by 
eczematous-like skin disease, reduced T and B cells, 
vari able eosinophilia and elevated IgE levels102. Although 
overall similar in the types of bacteria that colonize the 
skin of healthy individuals, the skin of individuals with 
PID is more ecologically permissive with decreased tem-
poral stability102. Despite individuals with PID being colo-
nized with opportunistic fungi (for example, Candida spp. 
and Aspergillus spp.) and bacteria (for example, Serratia 
marcescens), which are typically absent in controls, these 
microorganisms still belong to phyla that are commonly 

associated with the skin. This suggests that organisms 
outside of these primary phyla are unable to stably sur-
vive in the nutrient-poor environments of the skin. In a 
separate study of individuals with PID caused by muta-
tions in signal transducer and activator of transcription 1 
(STAT1) or STAT3, the skin was colonized with more 
Gram-negative bacteria, particularly Acinetobacter spp., 
and there was a reduction in Corynebacterium spp. colo-
nization compared with the levels in healthy controls103. 
To identify possible alterations in the viral communities, 
shotgun metagenomic sequencing of samples from these 
individuals is needed; these studies are clinically relevant, 
as some individuals with PID  commonly suffer from viral 
skin infections104.

Microorganisms in chronic wound infections. In addi-
tion to classical skin diseases, microorganisms that 
colonize the skin have also been shown to affect the 
healing of chronic wounds prevalent in populations 
that are elderly or have diabetes or obesity. For exam-
ple, the role of microorganisms has been well studied 
in the case of diabetic foot ulcers (DFUs). It is estimated 
that over 50% of DFUs are infected105. DFUs are a com-
mon result of diabetes-induced neuropathy and will 

Figure 4 | Formulating testable hypotheses from sequencing data to generate novel therapeutics. To begin, skin swabs 
are taken from healthy controls and patients at sites relevant to the disease of interest (step 1). For example, the bend of the 
elbow and back of the knee would be relevant for atopic dermatitis. These skin samples are sequenced, and microbial 
communities between patients and controls are compared (step 2). Differences between groups can be used to generate 
hypotheses around microbial drivers of the disease. To experimentally test the hypotheses from computational analyses, 
isolates of interest should be cultured from patients (step 3). Targeted culture conditions can be used to more easily cultivate 
the isolate of interest. The patient-derived isolates should then be tested in preclinical models relevant to the disease (step 4). 
If the microorganism is sufficient to recapitulate features of the human disease, additional experiments should be utilized to 
explore the mechanism of action of the microorganism (step 5). On the basis of results from the previous steps, a therapeutic 
should be developed to counteract pathogenic microorganisms (step 6). A similar model could also be utilized to identify and 
evaluate protective, beneficial microorganisms present in controls but absent or under-represented in patients.
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occur in 15–25% of individuals with diabetes106, with 
15.6% requiring amputation107. A 16S rRNA sequen-
cing survey found that bacterial communities colo-
nizing neuropathic DFUs were associated with clinical 
features108. For example, shallow ulcers and those of 
short duration were associated with greater abundances 
of Staphylococcus spp., particularly S. aureus, whereas 
deeper ulcers and those of longer duration had greater 
microbial diversity and a higher relative abundance of 
anaerobic bacteria and Gram-negative Proteobacteria 
spp.108. In addition, poor control of blood glucose 
was associated with greater Staphylococcus spp. and 
Streptococcus spp. colonization108.

In a longitudinal survey of microorganisms associ-
ated with DFUs, 16S rRNA sequencing of the wound 
revealed that bacterial community instability was 
associ ated with faster healing and more positive clin-
ical outcomes109. This observation is counterintuitive, 
as many studies of other body sites have associated dis-
ease with bacterial community instability4,110. However, 
in the context of a wound, microbial instability could 
result in effective clearance of wound bacteria by the 
immune system. In addition to bacteria, the fun-
gal community was also explored in the same cohort 
with amplicon sequencing of the ITS1 region111. Fungi 
were identified in 80% of the 100 DFUs analysed, 
with Cladosporium herbarum and Candida albicans 
identified as the most abundant species. In chronic 
wounds with poor clinical outcomes fungal diversity 
was increased and poly microbial  biofilms of fungi and 
 bacteria were commonly found111.

Conclusions and outlook
In summary, this Review provides an analysis of the 
skin microbiome in health and disease at previously 
unexplored resolution. Analysis at this level was pos-
sible owing to technical advances in DNA extraction 

techniques and sequence library preparation methods 
that have been optimized for the diverse yet low biomass 
of skin samples. Moreover, the development of novel 
software pipelines that exploit the depth of information 
that is available in shotgun metagenomic sequencing 
data has advanced our understanding of the human skin 
microbiome. However, many questions remain regard-
ing the function of the skin microbiota: what role do 
microorganisms have in the skin in maintaining health 
or promoting disease states?

DNA sequencing is a useful and unbiased tool for 
revealing the microorganisms in a sample; however, it 
is unable to differentiate between live colonizing and 
dead transient organisms. Although traditional cul-
ture techniques can distinguish between live and dead 
microorganisms, results are skewed by the culture con-
ditions used. RNA sequencing may address this issue 
by revealing the functional activity of the microbiota, 
but it is technically difficult given the low biomass of 
organisms on skin. To measure this activity indirectly, 
a new analysis technique was developed that compares 
read distributions at the origin of replication and with 
those elsewhere in the genome as evidence of active 
bacterial replication112.

Analyses of microbiome sequencing data from 
patients compared with healthy controls can be used 
to generate hypotheses about putative disease-causing 
microorganisms (FIG. 4). Organisms of interest can then 
be isolated from individuals through targeted culturing 
methods. Next, these organisms can undergo whole 
genome sequencing to analyse their functional potential 
and can be tested in animal models to determine poten-
tial mechanistic roles in disease progression. Overall, 
the objective is to translate microbiome sequence data 
to functional studies that could inform the development 
of therapeutic modalities to ameliorate dysbiosis and 
counteract pathogens.
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